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Key Features

Machine Learning

The system trains itself and
continually updates the baseline by
incorporating new transaction data
and user responses.

Robust Predictability

An ensemble machine-learning
approach combines the best of
multiple algorithms.
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Payment Field Tracker

The system uses the multiple fields
of a payment transaction for self
training and tuning the underlying
algorithms.

Single Sign-on

No need to login to separate
application. Access the Ul via existing
CitiDirect BE.

Unigue Profiles

A unique profile is generated for
each client which can increase
detection accuracy and reduce false
positive rates.

Time-barred Hold

Review Bay holds outlier
transactions for client-defined time
periods to ensure easier oversight
and informed decision making.
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Enterprise-wide Alerts

Instant alerts are delivered to
designated authorizers without
affecting corporate workflow.

Online and Offline Mode

Use Offline mode to trial the product
without affecting existing flows.
Switch to online mode to actively
stop outlier transactions.

Continued...
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Approval Workflow

Seamless Client Experience - The Citi Payment Outlier Detection Service gives you control without disrupting
your workflow.

Client Investigator Real-time Sanctions Check

Citi Connect/CitiDirect BE Initiated Transactions

Approve
No Action
CitiDirect BE
Omnichannel Ul
Payment Maker/Checker citi
citi handlowy
CitiDirect BE Processing Self-controlled Review Queue Clearing

'8 House
Payments

3 Processor ./
2 5

Payment Files

Payment Outlier
Detection Platform

End of Day AML Check
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Decline Workflow

Seamless Client Experience - The Citi Payment Outlier Detection Service gives you control without disrupting
your workflow.

Client Investigator
Citi Connect/CitiDirect BE Initiated Transactions

Decline :

CitiDirect BE
Omnichannel Ul

Payment Maker/Checker

CitiDirect BE Processing Self-controlled Review Queue

Payment Files

Payment Outlier
Detection Platform
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How Clients Access the Payment Outlier Tool

+ Whenever any transaction is classified as an outlier by the Payment Outlier engine, the payment is logged in a CitiDirect queue for user review

+ Further, whenever a transaction is actively stopped in the Online mode, an automated email alert is sent to the user who has been designated as the payment reviewer

+ This queue can be accessed by logging in to CitiDirect and selecting the Payments Outlier Detection service within the Payments service class

From: CitiDirectbe_notifications@citi.com <CitiDirectbe. notifications @citi.com>
Sent: Saturday, February 8, 2020 10:57 PM

Tot CPODuzer@cliznt.com

Subject: Payment Outlier Natification (Online)

Below transaction is availzble in the Payment Outlier Detection Queue for your review and action.

Flease login to CitiDirect BE and Approve or Reject the transaction.
Client Definition Mame: INFORMATION 3ERV. PRODUCTION DEMO
TransRefMumber; 000000000n00
Bengficiary Mame: PVT FT 920 TO 230
Bensficiary Account Number: *****383
Debit Account Number: JO000000]
Debit Account Mame: Citidirect Deme 2
Payment Amount: USD0.01

Payment Method: Funds Transfer

Bank Value Date: 10-Fzb-2020 CIRDNRCL Deicas

Plzasz do naot reply to thiz e-mail eddress as it is not maonit =

Payments

Payment Initiation

Pay Using Templates

Quick Entry From Templates
Input New Outgeing

Input New Incoming
Incoming Arrival Notice

To Submit/Modify

To Verify

To Authorize

Batch Authorize

Fund FX

Batch Release

To Release

View All Payments

FX Funding

Beneficiary Name Validation

Settlement via CLS™

From: CitiDirectbe.notifications@citi.com <CitiDirectbe.notifications@citi.com=
Sent: Saturday, February 8, 2020 6:37 PM

To: CPODuser@client.com

Subject: Payment Outlier Notification (Online)

Transactions are available in the Payment Qutlier Queue for your review and action. Please log in to CitiDirect BE and Approve or Reject the transaction.
File Name: sample.txt
Number of transactions in file: 1

Number of transactions in Qutlier Queue: 1

Please do not reply to this e-mail address as it is not monitored for incoming mail.

CitiDirect BE®

Liquidity & Reports & Inquiries & More Citi

ELELE Investments Analytics Searches EERIILES SEIEEE Products

Client Logged in as: CDBE UAT EXTERNAL CLIENT-Global 0 failed attempts since last login 04/11/2018 13:08:42

Payment Services Digitization ..Netting Process

‘WorldLink Payment Payments Overview Netting Payments - To Verify

Services & Netting Payments - To

Payment Flow Manager & Match Pay Release

Single Check ! Advise Print Netting Payments - View All
Decision

G P | e Manage Netting Cycle

Template Management

View All
Create New Outgoing Payment Qutlier Detection
Create New Incoming Purchase FX Online Outlier Review
To Submit/Modify Input New Purchase EX Offline Cutlier Review
5 i 3
To Authorize To SubmitModity iew All Outlier Payments
“iew All Templates To Authorize
Fund FX Payment Exchange

Payments Services Payment Exchange

Input New Payments Services
Request

To Submit/Modify
To Authorize

Batch Release
View All

Netting for Transactions
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USER GUIDE: Citi® Offline Outlier Review
Payment Outlier

) + Any transaction that has a risk score greater than the threshold set by the client is held in the offline Outlier queue when in Offline mode
DeteCtlon + Transactions that are awaiting client payment reviewer to review and action in Offline mode are available on this screen

Artificial Intelligence and + The Offline Risk review is a queue that shows all the transactions that are classified as an outlier in the Offline mode

Machine Learning to the Rescue + Inthe offline mode, transactions are not actively stopped by the Payment Outlier Detection service and continue to be processed as before. The only purpose of the user
action (approved or rejected) is to enable the engine to automatically learn from the new payment behavior/user action and update the transaction profile

1. Product Usage + Once transactions are actioned, they move out of this queue. Such transactions can then be viewed from the “View All Outlier Payments Screen”
. ) + We recommend that clients first use the product in the offline mode to adjust the optimal Risk score threshold that is appropriate for them. Once they become familiar with
11 gaymgnt Outlier Detection the workflow, they can then switch the product to the Online mode
verview

1.2 Email Notification and ) _
Product Access Payment Outlier Detection

(A5 OF 041212018 11:38 AM GMT-05:00) C'

1.3 Offline Risk Review

. . ) (| Online Outlier Review 200 [[STTNMINY. NN LY.PY view All Outlier Payments 4988 ?
1.4 Online Risk Review

1.5 V|eW All R|Sk Payments DOffline Qutlier Review B} save s csv & Print
1.6 Report for CPOD Show Search
1.7 Contingency Workflow during P —
. . e Approve
Service Unavailability (sprove i Reject|
2. Product Configurations Payments (1 - 10 of 4522) Page[1 |of453 b b (As of 041212018 11:38 AM GMT-05.00) € &8
Transaction Reference Number Debit Account Number Payment Currency Payment Amount Value Date Outlier Score Outlier Manager Status Input Date
2.1 User Entitlement in CitiDirect BE (O BKTTRANS4 UsD 7520000000.00 211812018 100 Under Outlier Review 201472018
~
22 Payment Outlier Detection O oavsEIDCA1 UsD TE20000000.00 211512018 100 Under Outlier Review 21472018
’ Librarv Setu p ) TRAMSBKT25 UsSD 7620000000.00 2/15/2018 100 Under Outlier Review 211472018
Y ) BKTTRANSS4 UsSD 7520000000.00 21512018 100 Under Outlier Review 271472015
2.3 Fine Grained Entitlement 0 BKTTRANST4 uso 7820000000.00 2/15/2018 100 Under Qutlier Review 2142018
Restriction (O ptional) O ov4sEiDC41 UsD 7620000000.00 2/15/2018 100 Under Outlier Review 21472018
O TRANSEKT1S UsoD 7520000000.00 211802018 100 Under Outlier Review 20142018
2.4 Payment Outlier Detection (O BKTTRANS24 uso TES0000000.00 20182018 100 Under Outlier Review 21142018
Report Entitlement (Optional) O  CcROFIDC41 usD 7620000000.00 21512018 100 Under Outlier Review MMA2ME
] C4RAINC41 LIS TRAMNONOONN O JiRLONIR 1nn 1 Inder Chtlier B awiaw 2M4AIFMR

2.5 SMS Notification Setup
(Optional)

Disclaimer
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USER GUIDE: Citi® Online Outlier Review - Transaction Approval

Payment OUtl ier + When transactions are risk scored, those that are scored above the threshold are put into this queue for the client payment reviewer to review and action.
DeteCtlon +  The Online Outlier review is a queue that shows all the transactions that are classified as an outlier in the Online mode. In the online mode, transactions are actively stopped
L . by the Payment Outlier Detection service until the user has taken an action (approved or rejected) or the cut off time has been reached.
AUIEEEL Ui e Chl Once the transactions are actioned or released due to the cutoff time, they are moved out of this queue. Such transactions can then be viewed from the “View All Outlier
Machine Learning to the Rescue B r KISy g ’
Payments Screen”.
This is the summary screen and shows the listing of all transactions.
Clients can click on the individual transaction to see the details as part of their review. Alternatively they can select the checkbox and approve or reject the transaction

1.1 Payment Outlier Detection directly from this screen.
Overview + The screen also has a search panel that enables users to search transactions based on different criterions.

1. Product Usage

1.2 Email Notification and
Product Access Fayments » Payment Quilier Detection » Online Qutlier Review

1.3 Offline Risk Review
Payment Outlier Detection

(s o 18 Feb 2020 5:12 FM GMTas:00) &

1.4 Online Risk Review

Offline Outlier Review 1 77 View All Payments 40‘6

|>

1.6 Report for CPOD Online OQutlier Review B} saveds csv S Print

M Cenvics navaliability,
Service Unavailability A

(rove I e | ot Vew D

1.5 View All Risk Payments <|(0.,.-..,0.,....M.,.,3

2. Product Configurations

Payments {1 - 3 of 3 Selected ltems: 0 {As of 18 Feb 2020 5:12 PM GMT-05:00) & &

2.1 User Entitlement in CitiDirect BE

Transaction Debit Account = i Payment Dutlier Score i Payment = ¥
2 2 P t O t| D t t O Reference Num Mumber Client Definition Cu Payment Amount = Value Date Outlier Reason Outlier Status Input Date Beneficiary Name Time of Release
. aym en uther etection [0 TRANSACD1 012345 ASIA 48 EUR 45453545345.00 1272020 43 Explanation:, Party - Payee Accou... Under Outfier .. 1272020 FSF 25-Jul-2020 09:2...
L I b ra ry S etu p [0 TRAMSACD1 012345 ASIA 46 EUR 45453545345.00 272020 43 Explanation:, Party - Payee Accou... Under Outlier ... 1272020 FSF 25-Jul-2020 09:2...
. . . [0 TRANSACO1 012345 ASIA 48 EUR 45453545345.00 1272020 43 Explanation:. Party - Payee Accou... Under Outfier .. 1272020 FSF 18-Feb-2020 06:...
2.3 Fine Grained Entitlement
Restriction (Optional) Approve [l Reject [l Hold [l View Details|

2.4 Payment Outlier Detection
Report Entitlement (Optional) "

2.5 SMS Notification Setup
(Optional)

Disclaimer
Continued...
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USER GUIDE: Citi® Online Outlier Review - Transaction Approval
Payment Outlier

) The "Approve" button in the summary screen can be used to either approve one or multiple transactions.
DeteCtlon + Multiple transactions can be approved at the same time by selecting multiple transactions in the checkbox and clicking the “Approve” button.

Artificial Intelligence and The comment entered in the popup is used for all the transactions that are approved.

Machine Learning to the Rescue

Payments » Payment Outlier Detection » Online Quflier Review

1. Product Usage

Approve Payment [ ]
1.1 Payment Outlier Detection ’
-
Overview

Comments

1.2 Email Notification and
Product Access

1.3 Offline Risk Review p— |Ca_|rtc_elj

1.4 Online Risk Review

1.5 View All Risk Payments

1.6 Report for CPOD

1.7 Contingency Workflow during
Service Unavailability

2. Product Configurations

2.1 User Entitlement in CitiDirect BE

2.2 Payment Outlier Detection
Library Setup

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer

Continued...
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USER GUIDE: Citi® Online Outlier Review - Transaction Approval

Payment OUtl ier Clicking on the individual transaction in the previous screen shows the detail screen. This scree has two panels. The top panel shows the details of the outlier
Detect|0ﬂ and the bottom panel shows the details of the transaction

L . For each transaction, the four most important drivers of the risk score are listed.
Artificial Intelligence and
Machine Learning to the Rescue

Payments + Payment Ouflier Detection » Cnline Outlier Review

1. Product Usage Online Review : Payment Detail & print
1.1 Payment Outlier Detection | Reject | [Hola |

Overview ; ; :
Payment Outlier Details =Required Feld

1.2 Email Notification and
PrOdUCt Access Outlier Score Outlier Reason = Comments

B2 Explanation:, Party - Payee Account combination not known, USD transaction value
1.3 Offline Risk Review [637456321037458] significantly exceads historical norms, USD franssction valus
1.4 Online Risk Review bl o aadigsiam =
Under Outlier Review |
1.5 View All Risk Payments ] ; ;
Email'Phone number for callback Request Callback Supporting Document (if any)
1.6 Report for CPOD Uplead Document
1.7 Contingency Workflow during Exled Tune Out - Ian ot Heleae
Service Unavailability s Rt lnintdra s s
2. Product Configurations g ey L B
100000547 UsD Book Transfer
2.1 User Entitlement in CitiDirect BE e T . A
2.2 Payment Outlier Detection EELIEERELLIEETES 8B7 45012198 7456.00
Library Setup Branech Name

CITIBAMK M A INDONESIA
2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer

Continued...
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USER GUIDE: Citi® Online Outlier Review - Transaction Approval
Payment Outlier

) Upon investigation, if the client payment reviewer determines that the transaction is valid, then it can be approved from this screen
DeteCtlon + Transactions can be approved by clicking the Approve button. The reason for approval can be given in the Comments field

Art|ﬁC|a| Inte”igence and Payments « Payment Outlier Detection » Online Cutlier Review
Machine Learning to the Rescue

1. Product Usage Approve Payment
Payment Outlier Details =Required Field
1.1 Payment Outlier Detection
Overview

Cutlier Score CQutlier Score Reason

ETH

1.2 Email Notification and
Product Access

(':c!'rlﬁr'm' E_Canceli
1.3 Offline Risk Review
1.4 Online Risk Review
1.5 View All Risk Payments

1.6 Report for CPOD

1.7 Contingency Workflow during
Service Unavailability

Confirmation of transaction approval is shown on screen
2. Product Configurations

Payments « Payment Outher Detection « Online Qutlier Revisw

2.1 User Entitlement in CitiDirect BE

2.2 Payment Outlier Detection
Library Setup Approve Payment

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection ok |
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Q) The payment was successfully approved.

Disclaimer

Continued...
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USER GUIDE: Citi® Online Outlier Review - Hold for Additional Review Time
Payment Outlier

) + If users need more time to review an outlier transaction, they can click on the optional “HOLD button"” either on the summary screen or within the detail screen
Detect|0ﬂ of the individual transaction.
L . Clicking the "HOLD" button brings up the pop up screen where users can specify the amount of time that they need for review. This time period is added to the
Artificial Intelligence and current time, giving users additional time to action the payment.

Machine Learning to the Rescue Users can use the HOLD button any number of time until the payment has been auto released. The values range from 10 minutes to 8 hours.

1. Product Usage

. . Hold Payment %)
1.1 Payment Outlier Detection

Overview Payment Ouflier Details =Required Feld

1.2 Email Notification and “Extend Time Out
Product Access

-

1.3 Offline Risk Review = 1 Hour

1.4 Online Risk Review 10 Minutes
15 Minutes

1.5 View All Risk Payments 2 Hours
1.6 Report for CPOD ki
25 Minutes

1.7 Contingency Workflow during 3 Hours
Service Unavailability 30 Minutes
35 Minutes

2. Product Configurations 4 Hours
40 Minutes
2.1 User Entitlement in CitiDirect BE 45 Minutes

5 Hours

2.2 Payment Outlier Detection

Library Setup 5 Minutes
50 Minutes

2.3 Fine Grained Entitlement

Restriction (Optional)
The “Time of Release" field in the summary and detail screen shows the time that the transaction will be auto released in case of no user action. Every time the

2.4 Payment Outlier Detection HOLD button is used, the “Time of Release” field is auto-updated. The system adds the selected HOLD time to the current time and overrides the value of this
Report Entitlement (Optional) field. The original value in this field is calculated based on the CPOD library configuration

2.5 SMS Notification Setup - The HOLD button can be used for either one single transaction (in the summary or detail screen) or it can be used for multiple transactions together in the
(Optional) Summary screen. The latter can be done by selecting multiple transactions and clicking “HOLD" in the Summary screen.
Disclaimer

Continued...
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USER GUIDE: Citi® Online Outlier Review - Transaction Rejection
Payment Outlier

) Upon investigation, if the client payment reviewer determines that the transaction is not valid, then it can be rejected from this screen.
DeteCtlon + Transactions can be rejected by clicking the Reject button. The reason for rejection should be selected from a dropdown menu; there is space for additional comments.

The request call-back button indicates whether clients would like Citi investigations team to call back. Users should check this box when they have had a confirmed fraudulent

Artificial Intelligence and . o o ) : . .
activity and should indicate such an incidence by choosing “Actual Fraud” as the dropdown in the Reject Reason field.

Machine Learning to the Rescue

1. Product Usage

Reject Payment
1.1 Payment Outlier Detection Prayiriestt Qi et =Renuired Field
Overview
Qutlier Score Qutlier Score Reason
1.2 Email Notification and 14 Explanation:, Party - Payee Account combination not knawn, Destination bank branch unknowvm

Product Access
1.3 Offline Risk Review

Reject Reason *Comments

1.4 Online Risk Review

Suspected Fraud Request Callback
1.5 View All Risk Payments Actual Fraud
1.6 Report for CPOD Input esor

Others
1.7 Contingency Workflow during
Service Unavailability

2. Product Configurations ) ) ) S
Confirmation of transaction rejection is shown on screen

2.1 User Entitlement in CitiDirect BE

2.2 Payment Outlier Detection :
Library Setup Reject Payment

2.3 Fine Grained Entitlement Q‘)Thepamemwas successfully rejected.
Restriction (Optional)
oK

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer
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USER GUIDE: Citi® View All Outlier Payments
Payment Outlier

) Any transactions that are either waiting for client action (in online or offline Outlier queue) are visible in the View All Outlier Payments screen.
DeteCtlon + Once transactions are actioned from the online or offline Outlier review screen, the transactions with updated status will show up in this screen.

Hovering the cursor over the comment icon in the last column of the transaction listing table shows the comments entered by the client payment reviewer

Artificial Intelligence and . g ,
at the time of actioning the transaction.

Machine Learning to the Rescue

1. Product Usage mlmmﬁuneﬁmﬂ Lot o e Kl view All Payments 1428 I>

1.1Payment Outlier Detection View All Payments B} Save s osv 5 Print
Overview

1.2 Email Notification and

Product Access
1.3 Offline Risk Review

s of 19 Feb 2020 5:30 AM GMT-05:00) '-:'

Approve Feedback [l Reject Feedback

1.4 Online Risk Review Payments (1 - 10 of 1185) Page[l |of 118 b bl Selecled ltems: 0 (s of 18 Feb 2020 5:30 AM GMT-05:00) ¢ &F
: ; Transaction | ppit Account Client Payment Outli Outl nt Benefici eriRej e |8
1.5 View All Risk Payments O FEhe peno Number Definition C:ﬂnnr (PR ST IS | AR s ielelinl Dufliilzf“;ams i Dake Name ©  Time of Release Appl'j::ruam’im' Matlrout RS, D &
Ll T W
1.6 Report for CPOD 7] 0380000045137... ASIA46 EUR 9900990808.00 252020 100 Esplenafion:, .. Under Outlier... 252020 ABC Ho A
"] D3B0000045137... ASIA46 EUR §000000990.00 2152020 100 Esplanafion, . Under Outlier.._ E020  ABC o
1.7 Contingency Workflow during T] CPODJANI0 ASIA 46 ARS ~ G5405656505464..  1/30/2020 100 Ewplansfion. .. Approved-Off.. 1302020  JYeU SHIVAIT SHIVATT  Ne
Service Unavai|abi|ity T CRODJANZEASIA ASIA 46 INR SBASESEEST.00 /2902020 100 Explanafion:, ... Approved-Off.._ 1272020 FHGEFS57 SHIVAZY SHIVAZ4  Hao
7] CPIANZTASIA ASIA46 INR G7ESSETASE.00 1272020 100 Esplensfion, . UnderOutfier.. 12772020  RFEREWR o
2. Product Confi ti T MaR123 ASIA46 uso 0O900DOOD0SE.E1 1/27/2020 100 Esplensfion, . UnderOutlier.. 1272020 name o
- Froduct Lontigurations T Javiza ASIA46 usD 0O90ONDOBOSE.1 127I2020 100 Esplenafion, . UnderOutlier. 1272020 name o
) S T AMK1Z3 ASIA46 uso 0O900POOD09B.E1 V272020 100 Esplensfion, . UnderOutlier. . 1272020  ARCOS DORA . o
2.1 User Entitlement in CitiDirect BE T HUN1Z3 ASIA 4.6 USD 0000DOODORO.00 /272020 100 Esplsnsfion, .. UnderOuflier . 1272020 name o i
. . M VOYSAMPLES. . ASIA 46 AED  54783210478085..  1/20/2020 100 Esplensfion. . Under Ouffier. 1202020 ==i Mo
2.2 Payment Outlier Detection < >

Library Setup
2.3 Fine Grained Entitlement

Restriction (Optional)

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer
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USER GUIDE: Citi® View All Outlier Payments
Payment Outlier

Detection

By default this screen only displays the transactions that are determined as outlier i.e. transactions with score above the score threshold.

Users can change the search criteria to see all transactions processed by the engine and not just the ones that are outliers by changing the “Scoring Feedback" field.

Artificial Intelligence and : i
Machine Learning to the Rescue Payment Outlier Detection

{As of 19 Feb 20020 8:26 AM GMT-05:00) ‘3

Online Outlier Review 4 | Offiine Outiier Review 1197 BT L T ol b

1. Product Usage

|>

1.1 Payment Outlier Detection View All Payments Bl or Bo
orenvien
[ Hide Search
1.2 Email Notification and
Product Access Fayment Amcunt
EBeneficiary Name Payment Currency From To
13 Ofﬂlne RlSk ReVieW | Beneficiary Mame l-ﬁ |Fs.y“-:—n:-$.'re‘3'_.- l‘_‘ |C | |C‘ |
1.4 Online Risk Review Value Date Input Date Outlier Score
q q From To From To From To
1.5 View All Risk Payments | 8] | =) | ] | =1 [5 | [ | E
1.6 Report for CPOD
Transaction Reference Number Account Currency Scoring Feedback
1'7 Contingency WorkﬂOW dUring | Transachion Reference Murmber I --‘_‘L |.i'--:c:'. nt Cumrency l “_ |0"|ﬂi'3r| o
Service Unavailability
Client Definition Payment Outlier Status Hoehy
A . |ASIA 4.6 - Under QOutlier Review Mon Cutlier
2. Product Configurations Approved-Online i Outlier
Rejected-Online v
Approved-Offline
2.1 User Entitlement in CitiDirect BE

2.2 Payment Outlier Detection ) |Reset]

Library Setup — e

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer

Continued...
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USER GUIDE: Citi®
Payment Outlier
Detection

Artificial Intelligence and
Machine Learning to the Rescue

1. Product Usage

1.1 Payment Outlier Detection
Overview

1.2 Email Notification and
Product Access

1.3 Offline Risk Review

1.4 Online Risk Review

1.5 View All Risk Payments

1.6 Report for CPOD

1.7 Contingency Workflow during
Service Unavailability

2. Product Configurations

2.1 User Entitlement in CitiDirect BE

2.2 Payment Outlier Detection
Library Setup

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer

View All Outlier Payments

Details of the transaction, including the Outlier reason and the person approving/rejecting the transaction can be seen in the detail section of the View All screen.
The field “Auto Release without Outlier Review" indicates if the transaction was released without scoring due to processing delays.

The “Time of Release" field indicates when the transaction will be auto released from CPOD processing if no user action is received.

This screen can also be used to override/correct a previous feedback that was provided for the machine learning model to lean. This can be done by clicking on the Approve/

Reject Feedback buttons. If after further reviews its determined that a transactions that was previously approved should not have been approved or a transaction that
was rejected should not have been rejected, then users can select the “Approve Feedback/Reject Feedback" to correct the previous feedback. This action does not recall a
transaction that was already processed and is only used to correct the previous feedback to the scoring engine so that it gets recalibrated more accurately.

Payments + Payment Cuflier Detection » View All Payments

View Review : Payment Detail & print
| | Reject Feedback |

Payment Outlier Details
Outlier Score Outlier Reason Comments
100 Explanstion:, Party - Payee Account combination not known, USD transaction value

[75434200205448] significantly exceeds historical noms, USD fransaction value
Payment Outlier Status
Approved-Offline
EmailiPhone number for callback Request Callback Approver/Rejecter User Name
SHVATT SHIVATT

Feedback Time of Release Auto Released without Outlier Review
Others - Mo
Debit Account Payment Currency Payment Method
os0e123029 ARS USFPS
Account Name Payment Amount Payment Type
FARMAMNET SA G5455650565454.00 024
Branch Name
ARGENTINA CITIBAMK

Continued...
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USER GUIDE: Citi® View All Outlier Payments

Payment OUtl ier The Reject Feedback button can be used to provide a feedback for a transaction that was previously approved. And this action results in the feedback going to the
Detect|0ﬂ scoring engine where the model gets recalibrated based on the latest feedback

Artificial Intelligence and

Machine Learning to the Rescue
Reject Feedback (]

. X Your feedback will be communicated as additional input for outlier review. This action will not change the transaction status
1.1 Payment Outlier Detection

Overview - .
1.2 Email Notification and Others|
Product Access
1.3 Offline Risk Review Suspected Fraid
Actual Fraud
1.4 Online Risk Review .
nput error
1.5 View All Risk Payments Others

1.6 Report for CPOD

1.7 Contingency Workflow during
Service Unavailability

The Approve Feedback button can be used to provide a feedback for a transaction that was previously rejected. And this action results in the feedback going to the scoring
2. Product Configurations engine where the model gets recalibrated based on the latest feedback

2.1 User Entitlement in CitiDirect BE

2.2 Payment Outlier Detection
Library Setup Approve Feedback (%]

Restriction (Optional)

Your feedback will be communicated as additional input for outlier review. This action will not change the transaction status
2.4 Payment Outlier Detection

Report Entitlement (Optional)

2.5 SMS Notification Setup | cancel|
(Optional)

Disclaimer



http://www.citihandlowy.pl

citi handlowy”®

www.citihandlowy.pl
Bank Handlowy w Warszawie S.A.

150vyears

Treasury and Trade Solutions of progress

USER GUIDE: Citi®
Payment Outlier
Detection

Report for CPOD

- Navigation [] Reports [] Payment Reports [] Payment Outlier Detection Check Service Reports

Artificial Intelligence and
Machine Learning to the Rescue

CitiDirect BE®

Liquidity &
Investments

Reports &
Analytics

Inquiries &
Searches

More Citi
Products

CitiDirect Services

Payments Trade

File Services Self Service

1. Product Usage

1.1 Payment Outlier Detection
Overview

1.2 Email Notification and
Product Access

1.3 Offline Risk Review

1.4 Online Risk Review

1.5 View All Risk Payments

1.6 Report for CPOD

1.7 Contingency Workflow during
Service Unavailability

2. Product Configurations

2.1 User Entitlement in CitiDirect BE

2.2 Payment Outlier Detection
Library Setup

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer

Client Logged in as: CDBE UAT EXTERNAL CLIENT-Global

Reports & Analytics
Analytics

Inquiries Analytics
Payments Analytics
Payments Risk Manager
Receivable Analytics
Agency Receivables Analytics
Account Analytics
Private Reports

Public Reports
Scheduled Reports

Reports
My Reports
Favorite Reports

Schedule Reports
Create Schedule

View All Schedules

...Netting Reports

Netting - Reconciliation
Reports

Netting - Sub-Center Reports

Netting - IATA Manager
Reports

Netting - IATA Participant
Reports

Netting Reconciliation

Netting Account Reconciliation

Liquidity Reports
Liquidity Reports

Trade Reports
Trade Services - Fl Reports

Trade Services - Guarantee
Reports

Trade Services -
Guarantee/Standby Letter of

...Cash Reports
Cash Statements Reports

Cash Transaction Initiation
Reports

Operations Reports
Access Management Reports
Audit Reports

Automated File and Report
Delivery Reports

Operations Reports

Client Definition and Linkage
Reports

Continuity of Business Contact
Information

Map Governance Reports

Brazil Reports
Brazil Account Information

0 failed attempts since last login 06/10/2019 13:18:12 Details

Japan Reports
Bank of Japan Report

Korea Reports
Korea Reports

Mexico Reports
Mexico Reports

Payment Reports

Payments - Asia Reports

Bank Statements - US Reports
Payments - CEEMEA Reports
Payments - Europe Reports
Payments - Japan Reports

Payments - Latin America
Reports

Taiwan Digital Signature
Reports - Payments

Cash Statement and Detail
Reports

Cash Statement and Detall
Reports

Report of Foreign Bank and
Financial Accounts (FBAR)

Report of Foreign Bank and
Financial Accounts (FBAR)

Manual FT Payments Report
Manual FT Payments Report

Payment Outlier Detection
Check Service Reports

Payment Outlier Detection
Check Service Reports

Intraday Liquidity
Intraday Liquidity Dashboard

Scorecard Analytics
Account Analytics

Inquiries Analytics

Payments Analytics
Receivable Analytics

Private Reports

Scheduled Reports

Public Reports

Agency Receivables Analytics

Payments Risk Manager

Trade FI
Trade Fl Dashboard
My Reports (Trade FI)

Verifi-X
Verifi-X &

Continued...
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USER GUIDE: Citi® Report for CPOD
Payment Outlier

) Navigation [] Click on “Payment Outlier Detection Service Detail Report"” and click on Run.
DeteCtlon + Report will be generated with default criteria

Artificial Intelligence and
Machine Learning to the Rescue

Treasury and Trade Solutions Help My Seflings  Logout

citr CitiDirect BE®

CitiDirect Services Payments R'::c;:ﬁ?::s& Supplier Finance Trade £l Hep & e s File Services Self Service Moty

it Invesiments Analytics Searches Products

1. Product Usage

Client Logged in as: ASIA4.6 0 failed attempts since last login 06/14/2018 21:36:52 Details Linked Client: ASIA 4.6 ¥

Reports & Analytics + Payment Qutlier Detection Check Service Reports + Payment Qutlier Detection Check Service Reporis

1.1 Payment Outlier Detection

Overview

1.2 Email Notification and
Product Access

1.3 Offline Risk Review

Report Category: Fayment Risk Manager Check Service Reports Report Type: All Reporis

Start New Search

Generate Reports View Available Reports

1.4 Online Risk Review E
1.5 View All Risk Payments

Search Results - Generate Reports {1-1 of 1) Selected ltems: 1 (As of 06/14/2019 10:10 PM GMT+08:00) 6 ﬁ
‘] X 6 Re po rt fo r C PO D 7 B Report Name Base Report Name 14 Base/Derived 2 « Report Category Report Type
{:—‘ I Payment Risk Manager Check Service Details Report I Payment Risk Manager Check Service Details Report Base Payment Risk Manager Check Service Reports  Privaie

1.7 Contingency Workflow during
Service Unavailability

.0 = Favorite

2. Product Configurations + If user needs to edit the criteria of report Click on the report name hyperlink, which will open the report criteria page

2.1 User Entitlement in CitiDirect BE

2.2 Payment Outlier Detection
Library Setup

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer

Continued...
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USER GUIDE: Citi®
Payment Outlier
Detection

Artificial Intelligence and
Machine Learning to the Rescue

1. Product Usage

1.1 Payment Outlier Detection
Overview

1.2 Email Notification and
Product Access

1.3 Offline Risk Review

1.4 Online Risk Review

1.5 View All Risk Payments

1.6 Report for CPOD

1.7 Contingency Workflow during
Service Unavailability

2. Product Configurations

2.1 User Entitlement in CitiDirect BE

2.2 Payment Outlier Detection
Library Setup

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer

Report for CPOD

+ After editing the criteria, user to enter the report name and click Run to generate report

Reports & Analytics + Payment Qutlier Detection Check Service Reports » Payment Quffier Detection Check Service Reporis

Report Criteria

Payment Risk Manager Check Senvice Details Report

= Required Fields

* Derived Report Name Base Report Name

| Payment Risk Manager Check Service Details R

* Format
Adobe(PDF)requires Acrobat Reader (5.0 or higher) v

Delivery Options (@ Designated Owner || Sign with Citibank Certificate
C NIKUNJ.DONDA
| 1S L ) Compress with Winzip
Share
o
'® Private ' Public e
~ Report Specific Field Details
# Branch Number/Branch Name By User Customer Number/Name
| ) | LY Ly
# Debit Account Number Qutlier Score Range Payment Method
\ | From)| o) \ \ | i
Type of Payment Outlier detection Service Payment Outlier detection Status Status
‘ Cfline x: | | Under Risk Review Y| ‘ | ik '
Page Break
| Account Level v

Value Date Range

‘. No Date Selected ' ' Latest ' Today ' Yesterday ' ' Last7 Days ' Last14 Days °

Relative ¥ | * From 0

1| Include Business days only

Sort By
| value Date v

'® Ascending ' Descending

[ ] vz | s | S JEEERETE

! Last30 Days '® Date Range ¥

| = | Days *Tolo & | Days

Continued...
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USER GUIDE: Citi® Report for CPOD
Payment Outlier

Report generated will be available under View Available Reports. User can click on the Output to view the details

Detection

ace s . citr
Artificial Intelligence and : . 7 7
Machine Le a rning to the Rescue Home Payments R‘:}C&;elli:?‘.?ofs& Supplier Finance Trade I[l;f:sm:t; F}:r’:;l;l‘?c‘: ‘g‘;‘:?:;e: File Services Self Service g:;z:gsl

Client Logged in as: ASIA 46 0 failed attempts since last login 06/14/2019 16217 46 Details Linked Client: ASIA 4.6

Reports & Analytics » Payment Outlier Detection Check Service Reports » Payment QOutlier Defection Check Service Reporis

1. Product Usage

o Detect
1.1 Payment Outlier Detection

Ove FVIeW Report Category: Fayment Risk Manager Check Service Reports Report Type: All Reports
1.2 Email Notification and [ ton seav

Product Access
1.3 Offline Risk Review

Generate Reports View Available Reports

1.4 Online Risk Review Search Results - View Available Reports (1 -1 of 1) Selected Items: 0 (As of 06/14/2019 10:55 PM GMT+08:00) &, &#

B % Er A Report Name 2 & Report Category Status Creation Date/Time 1w Qutput Report Instance 1D Base Report Name

1.5 View All Risk Payments -

(2] )fj' Payment Risk Manager Check Service Details Report  Payment Risk Manager Check Service Reporis NoDa... 06/14/2019 10:55:27 PM GMT+08.00 "j 44556320 Payment Risk Manager Check Service Details Report
1.6 Report for CPOD

¢ =Favorite A =EmorMessage [ = Incremental Run ;2 = Processing

1.7 Contingency Workflow during
Service Unavailability

User will be displayed with all the payment details

2. Product Configurations Payment Outlier Detection Check Service Details Report et el within e criteris

Payment Outlier detection Status
Branch NumberBranch MName

2.1 User Entitlement in CitiDirect BE

2.2 Payment Outlier Detection Customer MumberiCustomer Name
Library Setup Debit Azcouwnt NameMumberAccount Currency
2.3 Fine Grained Entitlement e R
Restriction (Optional) Payment Outlier Scone
Payment Information
2.4 Payment Outlier Detection Payment Mathod
Report Entitlement (Optional) Fayment Type
2.5 SMS Notification Setup Transaction Reference hurmber
(Optional) Value Date
) ) Processing Date
Pl e Payment Currency/Payment Amount

| Benefician blams Continued...
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USER GUIDE: Citi®
Payment Outlier
Detection

Artificial Intelligence and
Machine Learning to the Rescue

1. Product Usage

1.1 Payment Outlier Detection
Overview

1.2 Email Notification and
Product Access

1.3 Offline Risk Review

1.4 Online Risk Review

1.5 View All Risk Payments

1.6 Report for CPOD

1.7 Contingency Workflow during
Service Unavailability

2. Product Configurations

2.1 User Entitlement in CitiDirect BE

2.2 Payment Outlier Detection
Library Setup

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer

Report for CPOD

User will be able to view the provided search criteria at the bottom of the generated report

Payment Outlier Detection Check Service Details Report

SELECTION CRITERIA

Branch Number/Name 520 DELAWARE CITIBANK

EBranch HumberName 540 HEWY YORK CITIBAMNK - F1

Branch NumberMame 185 TORONTO CITIEANK,

EBranch NumberiMame 15T CITIBANK, WA, CANADIAN BRANCH
Eranch Humber/Name B30 HEW YORK CITIBANK - CORPORATE
Debit Account

Value Date Range 2012017 o 232 T

Type of Payment Outlier detection Service Omnilline

Payment Outlier detection Status Payment Outier detection Approved - Onling

Sort By ‘Value Date Ascending

Page Breaks Arcount Level

User

Share Pub:

Format DHTML Report

Favorite Mo
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USER GUIDE: Citi® Contingency Workflow during Service Unavailability

Payment OUtl ier If CPOD service has a scheduled downtime due to system maintenance or any other unexpected processing delays, payments will be automatically released from the CPOD
Detect|0ﬂ processing after a certain time. This will ensure that critical payments are never indefinitely held up until the system is back up.

Whenever this happens, an email will be automatically triggered to the designated users informing them as shown in the screenshot above. All the transactions that were

Artificial Intelligence and released without getting scored can be identified by sorting on the field “Auto Released without Outlier Review" in the View All Payments screen - see the next screenshot.

Machine Learning to the Rescue Once the service is back up, these transactions may be scored and the scores can be seen in the View All Payment screen like the rest of the transactions. Note that this is

applicable only for certain conditions of system unavailability and not for all.
1. Product Usage

1.1 Payment Outlier Detection
Overview

1.2 Email Notification and
Product Access

1.3 Offline Risk Review

1.4 Online Risk Review

1.5 View All Risk Payments

1.6 Report for CPOD

1.7 Contingency Workflow during
Service Unavailability

2. Product Configurations

2.1 User Entitlement in CitiDirect BE

2.2 Payment Outlier Detection
Library Setup

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer

Continued...
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USER GUIDE: Citi® Contingency Workflow during Service Unavailability
Payment Outlier

All the transactions that were released without getting scored can be identified by sorting on the field “Auto Released without Outlier Review" in the

Detection View All Payments screen.
Artificial Intelligence and [T —
Machine Learning to the Rescue Online Outlier Review 8 | Offiine Outiier Review 1193 Tl o [ v I)

1. Product Usage View All Payments [ A -

Show Search
1.1 Payment Outlier Detection

Overview Appone Ptk Viow et

1.2 Email Notification and

Product Access Payments (1 - 10 of 1185} Page[i Jof 118 b Selected ltems: 0 (As of 18 Feb 2020 5:30 AM GMT-05:00)  ¢% &
i i i Transaction . . - . N Auto Released

1.3 Offline Risk Review [ Reference Debit Account | cjient Definition ga'l"“":; Payment Amount | Value Date ey Duflier: || b Input Date Beneficiary  Time of Release | APRTOVErRejecter without Outler ol

1.4 Online Risk Review O ASIA 45 EUR OD0ODOOO000 22020 100 Esplanation, .. Under Cuffier . 2052020  ABC Mo i
. . 0 ASIA 4.6 EUR D0D9009080.00 /52020 100 Explanstion. .. Under Ouffier . 2052020  ABC Mo
1.5 View All Risk Payments 0O ASIA 4.6 ARS  65405656585484.00 1302020 100 Explanstion. .. Approved-OF . 1802020 JYGU SHIVATT SHIVATT | No
0 ASIA 46 INR SEESAGEGETO0 14202020 100 Explanstion, .. Approved-Off . 1272020  FHGESST SHIVAZ4 SHIVAZ4 | No
1.6 Report for CPOD 0 ASIA 46 INR BTESSATASS.N0  1/27/2020 100  Explanstion, .. Under Oufier . 1272020  RFEREWR Na
1.7 Contingency Workflow during O ASIA 4.6 uso 90000000900.91  127/2020 100 Explanstion. .. Under Ouier . 1272020 name Mo
Service Unavailability O ASIA 4.6 usD O0DODCODBODE.GT 1272020 100 Explanstion, .. Under Oufier . 1272020 name Mo
O ASIA 46 uso 00DOODOOBORA.0T  1/27/2020 100  Explanstion, .. Under Oufier . 12772020  ARCOS DORA... Mo

O ASIA 46 uso 00000000ODO.00 12712020 100 Explanstion, .. Under Cuier . 1272020 name ™ i

2. Product Configurations M ASIA4E AED  54703210478085.. 1/20/2020 100 Exmlanation. ... Under Oufier... 12002020 ssi Mo .

2.1 User Entitlement in CitiDirect BE N
2.2 Payment Outlier Detection
Library Setup

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer

Continued...
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USER GUIDE: Citi®
Payment Outlier
Detection

Contingency Workflow during Service Unavailability

All the transactions that were released without getting scored can be identified searching on the field “Auto Released without Outlier Review" in the search
criteria of the View All Payments screen.

Artificial Intelligence and

. X Payment Outlier Detection
Machine Learning to the Rescue

{As of 19 Fab 2000 6:26 AM GMT-05:00) ‘3

Online Outlier Review 4 | Offline Outiier Review 1197 BTl T ol b

|>

E Save As csv = Print

1. Product Usage

) ) View All Payments
1.1 Payment Outlier Detection

Overview

1.2 Email Notification and

Payment Amount
PrOdUCt Access Eeneficiary Name Payment Currency F:n T
1.3 Offline Risk Review | ey rme | | Payment Gurrency L. lo | o |
1.4 Online Risk Review Value Date Ry ke Outlier Score
From To From To From To
1.5 View All Risk Payments | (8] | [=1 | 8] | | &] o | [o |
1.6 Report for CPOD e i ST
| Transaction Reference Murber I Jx |_='-.-:-::'. nt Cumency l i |0l-lﬂiB|' B

1.7 Contingency Workflow during

Service Unavailability

. Product Configurations

2.1 User Entitlement in CitiDirect BE

2.2 Payment Outlier Detection
Library Setup

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer

Client Definition

|asia a6

Search Reset_l

‘Approve Feedback il Reject Feedback il View Details

Payment Cutlier Status

Under Qutlier Review
Approved-Online ~
Rejected-Cnline v
Approved-Offline

Auto Released without Outlier Review
o s

Yes
Mo
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USER GUIDE: Citi®
Payment Outlier
Detection

Artificial Intelligence and
Machine Learning to the Rescue

1. Product Usage

1.1 Payment Outlier Detection
Overview

1.2 Email Notification and
Product Access

1.3 Offline Risk Review

1.4 Online Risk Review

1.5 View All Risk Payments

1.6 Report for CPOD

1.7 Contingency Workflow during
Service Unavailability

2. Product Configurations

2.1 User Entitlement in CitiDirect BE

2.2 Payment Outlier Detection
Library Setup

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer

CitiDirect BE User Entitlement

Treasury and Trade Solutions PR/ W BHAGATZ My Mecssages - Help My Setfings Logout

citr CitiDirect BE®

Reports & e File Services Self Service

Home CitiDirect Services Payments
= -2l Analytics Seamhes Products

n as. COBE UAT EXTERMNAL CLIENT-Global 0 failed attempts since last login 08/23/2015 04:49:27

Clhent Logged

Self Service » Client Administration Service » Users & Entitlements

Users Create

Users &
Entitiements

Access Profiles Authorize

08/27/2018 } - _ _
8:54:35 UTC- User Entitlements Modify/Repair
04:00

All User Entitlements

User to navigate to Self Service [] User Entitlement [] All User Entitlement and select the required user

https://portaluat.citidirect.com/BECASEXT2/UserEntitlementsSummary/ToRelease

Continued...
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USER GUIDE: Citi® CitiDirect BE User Entitlement
Payment Outlier

Detection

Step 1 - Select the required user from the all user entitlement list and click on the hyperlink

Treasury and Trade Solutio "R W BHAGATZ My ".les.ssg;es.‘ Help My Setting Logout

Artificial Intelligence and "
Machine Learning to the Rescue citi CitiDirect BE®

Reports & Inquiries & o . More Citi
File Servic Self Service
Analytics Searches & o sibeslics Products

Home CitiDirect Services Payments

1. Product Usage

Client Logged in as: CDBE UAT EXTERNAL CLIENT-Global 0 failed attempis since last login 08/23/2018 04:49:27

1.1 Payment Qutlier Detection Self Service + Client Administration Service » Users & Entitlements » User Entitlements : All
Overview : r :
g ° All User Entitlements(48) [/ save ps () Print
1.2 Email Notification and St Sem ot
Users & » ow Search Cntenia
Product Access e

1.3 Offline Risk Review

§E> All {1 -48 of 48) Selected ltems: 0 {As of 08272018 9:01 AM GMT-04:00) C {'5:}
1.4 Online Risk Review

Lkt el 1] User Name 14 User Alias Worklist Status 2 & Access Profiles User Status & LJ
1.5 View All Risk Payments ot O R - —
1.6 Report for CPOD Joszrzors Processed 7 Aete - @
04-00 1 Processed 7 Active
1.7 Contingency Workflow during . O S = e
Service Unavailability ~ O Pending Authorization 15 Active
] Processed 10 Active
2. Product Configurations O Processed 11 Active A
[ Processed T Inactive -
2.1 User Entitlement in CitiDirect BE O Procassed - o—
[El Processed 16 Active ¥

2.2 Payment Outlier Detection
Library Setup

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer

Continued...
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USER GUIDE: Citi® CitiDirect BE User Entitlement

Payme_nt OUtl er Step 2 — Scroll down to section 3: User Entitlements

DeteCtlon Step 3 — Search for “Payment Risk" & select the DUG & DAP, then hit Add
Artificial Intelligence and Step 4 — Once added, hit Submit & have another SM authorise the user profile

Machine Learning to the Rescue

1. Product Usage

1.1 Payment Outlier Detection
Overview

1.2 Email Notification and
Product Access

1.3 Offline Risk Review

1.4 Online Risk Review

1.5 View All Risk Payments

1.6 Report for CPOD

1.7 Contingency Workflow during
Service Unavailability

2. Product Configurations

2.1 User Entitlement in CitiDirect BE

2.2 Payment Outlier Detection
Library Setup

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer

Continued...
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USER GUIDE: Citi® CitiDirect BE User Entitlement
Payment Outlier

. . Reports & Inquiries & Self Service More Citi
Artificial Intelligence and Analytics Searches ' Products

Machine Learning to the Rescue Client Logged in a5- COBE UAT EXTERNAL CLIENT-Global O failed attempts since last login 08/22/2018 10:40:29

Home CitiDirect Services Payments

Self Service » Client Administration Service » Users & Entitlements » View Details

2o

1.1 Payment Outlier Detection Users & (@ Confirmation | Wait for the confirmation message to be
Overview Entitlements

1. Product Usage All User Entitlements : Details A oter | v

populated beforehaving it authorized

12E il Notificati d The User Entitiement has been Modified and sent for autherization.
. mal otitTication an E - 1. You can track the record status in the All User Enfitlements section
[

Product Access

Add/Remove access profiles to update the user entitlement.

1.3 Offline Risk Review Chmsi
1.4 Online Risk Review DsoL
4058;5" -2n}%_ User Alias User Status
1.5 View All Risk Payments Tod-00 Active
: C
I R elie ey (ClROle You can also Copy Access Profiles from another user.
1.7 Contingency Workflow during
Service Unavailability
Available Access Profiles Added Access Profiles
2. Product Configurations CDBE UAT EXTERNAL CLIENT-Global [v]
_ [] selectAn
2.1 User Entitlement in CitiDirect BE {—y — - [ search
2.2 Payment Outlier Detection
Library Setup L) selectan ~
2.3 Fine Grained Entitlement it
e A C ORI (T £

Restriction (Optional)

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer
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1. Product Usage

1.1 Payment Outlier Detection
Overview

1.2 Email Notification and
Product Access

1.3 Offline Risk Review

1.4 Online Risk Review

1.5 View All Risk Payments

1.6 Report for CPOD

1.7 Contingency Workflow during
Service Unavailability

2. Product Configurations

2.1 User Entitlement in CitiDirect BE

2.2 Payment Outlier Detection
Library Setup

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer
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+ The configurations associated with Timeout period and Library from CitiDirect Classic has been consolidated into a new library in CitiDirect BE. Users should not use these
screens any more and should only use the new CPOD library in CitiDirect BE, described in the next few slides.

Home My Accounts My Transactions & Services Inquiries & Searches | R

ome == User Administration == Access Management >» Client Preference

Client Preference Details

Service Class Name

IPayments

Please select from the available preference criteria
il + Payment &mourt

------ + “alue Date or Processing Date

------ + Account Mumber

------ + Beneficiary/Debit Party Accourt or Other IO

. Criteria for Threshold Limit for Time-out for Payment Qutlier Detection

{1) Threshold Limit for Time-out for Payment Outlier Detection

L Minutes

10 Minutes

1E Minutes

20 Minutes

ZE Mirmtes

20 Minutes

2L Minutes

AN Mesmane

==

1»

)

[ Favoritz Rey
Last Login Date 04/12/2018 11:32:¢

S

Home My Accounts My Transactions & Services

...... N Input Authorization Req'd

Inquiries & Searches

Reports - User Administration

Last Log

------ = (1) Branch
...... s

(2) Debit Account Ho

Account Familiar Hane

Payment Outlier Detection Threshold

Status

Processed

------ + azrn Payment Outlier Detection Library Detail

...... . [E0

= Debit Account No

...... * lazo
9z0 ﬂ]

+ Payment Outlier Detection Threshold

SE0 l_

Account Familiar Name

...... . 1EE Proceszed
------ . 157 Home My Accounts My Transactions & Services Inquiries & Searches Fepors Preferences B8
______ = 157 lome == Tools & Preferences >> Maintenance == Library Maintenance l—* Favorite Reports|

Last Login Date 04/12/2018 11:32:47

Branch

=
=
=

QE0
Description
QE0 !
220 Payment Method Payment Type
sz | |
Payment Method / Payment Type
Payment Method Payment Type
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USER GUIDE: Citi®
Payment Outlier
Detection

Artificial Intelligence and
Machine Learning to the Rescue

1. Product Usage

1.1 Payment Outlier Detection
Overview

1.2 Email Notification and
Product Access

1.3 Offline Risk Review

1.4 Online Risk Review

1.5 View All Risk Payments

1.6 Report for CPOD

1.7 Contingency Workflow during
Service Unavailability

2. Product Configurations

2.1 User Entitlement in CitiDirect BE

2.2 Payment Outlier Detection
Library Setup

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer

Library Setup

Note — Before users are able to view the Library screen, they should make sure that they are entitled to the “Payment Outlier Detection Library” (defined under the Libraries access

profile) or the entire “Libraries" access profile.

Step 1: Login to CitiDirect BE and go to Self Service mega menu. Click on Library Maintenance link under Maintenance sub-menu.

Treasury and Trade Solutions

citr

Receivables &
Collections.

Liquidity &
Investments.

Reports &
Analytics

Inquiries &

Home CitiDirect Services e File Services

Payments

Clhent Logged in as: EMEA FILE DELIVERY & AFRD (UAT31) 0 failed attempts since last login 2018/09/14 06:54:17

Thailand - Urgent Attention on Preformat Templates BROADCAST MESSAGE VALIDATION

User Management

~ Authorize
Single/Multiple (80)
» De-activate/Reset

Authorize Users (D)

KUR
e

'mmlon'ze .SendloRepair Reject

NAGA SOWRYA

More Citi

8elf Service Products

My Settings  Logout

CitiDirect BE®

My Messagesﬁ Help

Maintenance
Template Library
Library Maintenance

Cnline Account Reconciliation
- Email Alert

Standing Instruction Library

Client Administration
Service

Contacts

Users & Entitements
Client Settings

Clients

Create Product Package
Product Package Worklist
View All Product Packages
Create Client

Client Workdist

View All Clients

Bulk User Credential update

-..Client Administration
Service

Maintain Import Exclusion List
Import CitiDirect Clients
Change Platform Access
View Augmented Clients
View Augmented Users
Create Default User Group
Default User Group Worklist
View All Default User Groups

Create Auto-Enroliment Client
Batch

Auto-Enroliment Batch Inquiry

Auto-Enroliment Batch Worklist

Auto-Enroliment View All
Balches

Create CitiDirect Services
Entitlernent Tool Bafch

CitiDirect Services Entitlement
Tool Batch Inquiry

CitiDirect Services Entitlement
Tool Batch Worklist

CitiDirect Services Entitliement
Tool View All Batches

Entitlement Tool Exceptions

-..Client Administration
Service

Clients

Solution Packager

Toolkit

Change Security Questions

Reference Information
Holiday Calendar

Payment Cut-Off Time

Client Service Contacts
WorldLink® Information Portal

Leamning and
Communications

User Guides & FAQs

WorldLink® Libraries
F1 Fee Library

Cheque Number Mainfenance
Library

-.WorldLink® Libraries

WorldLink® Same Day
Account Library

WorldLink® Credit Account
Library

Cheque Stock Maintenance
Library

Company Library
FI FX Spreads Library
Funding Account Library

Service Request

Create New Service Reguest
To Submit/Modify

To Authorize

To Release

View All

View More Options

-ai. EMEA FILE DELIVERY & AFRD (UAT31) ¥

stMessages | » Customize Homepage

>

18
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USER GUIDE: Citi® Library Setup
Payment Outlier
Detection

Step 2: Search for Payment Outlier Detection Library by clicking on Filter button

Treasury and Trade Solutions NAGA SOWRYA MyMessages [ Help My Selings  Logout
Artificial Intelligence and g cItr CitiDirect BE®
M a C h n e Lea rnin q to th e R es C u e Home CitiDirect Services Payments Reé;zi:ﬁs& Ihl\?:s'mfs R:.f;;ﬁi‘ Igl'::‘::"s; File Services Self Service nlgfégu(;:l;

Client Logged in as: EMEA FILE DELIVERY & AFRD (UAT31) 0 failed attempts since last login 2018/09/14 06:54:17

1 PrOdUCt Usaqe Self Service » Maintenance » Library Maintenance
Library Maintenance

lient: EMEA FILE DELIVERY & AFRD (UAT31)

1.1 Payment Outlier Detection

Cvervn Lo

. epe . Description Service Class
1.2 Ema” Notlﬂcat'On and |pa’|ment | f"l Autumgted Fllear_m Report Delivery < | fx |
PrOdUCt ACCQSS = Collecticn ltem Initiation r—

Export Profile
Import Map Definition -

1.3 Offline Risk Review

@ VCIear
1.4 Online Risk Review
1.5 View All Risk Payments

a Disabled libraries are not available to manage on CitiDirect BE. Go to CitiDirect to manage the libraries.

Library Maintenance (1 - 200 of 200) ¢ ﬁ
16 Report for CPOD Description 2 a Service Class 14
. . Delivery Options Automated File and Report Delivery -
1'7 Contlngency Workﬂow durlng F Drawee/Payer Collection Item Initiation
SerVICE Uﬂaval|abl|lty BAI Currency Cede Library Expaort Profile
Export Branch Gode Library Export Profile
. . File Expert Account Quiput Format Library Export Profile
2. Product Conflquratlons File Export BAI, 1SO and SWIFT Code Library Export Profile
File Expert Infopool BAI Type Code Mapping Library Export Profile
. . LT File Export LatAm AsoBancarna Library Export Profile
2'1 U Ser Entltleme nt In Cltl D I reCt B E File Export Transaction Details Configuration Library Export Profile
. . Straight Through Reconciliation Library Export Profile
22 Payment OUtller DeteCtlon File Import Map Definition Rule Set Import Map Definition
Libra ry Setu 9] Lockbox Client Setup Lockbox Activity and Image Inquiry
2.3 F|ne Gra|ned Ent|t|ement Managed Treasury Netting
Restriction (Optional) HERiRg CHAEe Netting
p Netting Center Bank Details Netting
2.4 Payment OUt|Ier Detectlon £ Netting Center Control Information Netting
. . Participant Bank Details Netting
Report Entltlement (optlonal) Participant Control Information Netting

2.5 SMS Notification Setup
(Optional)

Disclaimer

Continued...
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USER GUIDE: Citi® Library Setup

Payment OUtl ier Step 3: Click on Payment Outlier Detection Library from the search results to navigate to library.

DeteCtlon Note — when the solution is initially activated on the Client definition, all the accounts belonging to that Client definition are automatically set up for scoring in CPOD and will be
L . created in this Library. Subsequently, users can update (add/delete) accounts at any point of time.
Artificial Intelligence and

Machine Learning to the Rescue e T T er—————
citi CitiDirect BE®
Py iy z Receivables & Liquidity & Reports & Inquiries & L 5 More Citi
1 . P ro d u Ct U Sa q e Home CitiDirect Services Payments Collections Trade livestrionts Rt Seathios File Services Self Senvice Producls
Client Logged in as: EMEA FILE DELIVERY & AFRD (UAT31) 0 failed attempts since last login 2018/09/14 06:54:17 Linked Client: EMEA FILE DELIVERY & AFRD (UAT31) ¥
1 1 Pay me nt O Ut | er DeteCt on Self Service » Maintenance » Library Maintenance
Overview

Library Maintenance
1.2 Email Notification and
Product Access

Hide Applied Search Criteria

Description: 'Starts With' Payment

1.3 Offline Risk Review T
1.4 Online Risk Review
1.5 View All Risk Payments

a Disabled libraries are not available to manage on CitiDirect BE. Go to CitiDirect to manage the libraries.

(1%

Library Maintenance (1 -9 of 9)

16 Report for CPOD Description 2 & Service Class 14
1.7 Contingency Workflow during

. . . Pa-,-me"ent Description Payments
Service Unavailability
Payment Cutlier Detection Library Payments
2. Product Configurations T T e

2.1 User Entitlement in CitiDirect BE

2.2 Payment Outlier Detection
Library Setup

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer
Continued...
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USER GUIDE: Citi® Library Setup
Payment Outlier

DeteCt|On - View All: Shows all existing records in read only mode

The library shows three screens

Artificial Intelligence and - To Submit/Modify: Enables modifying existing records or adding new records

Machine Learning to the Rescue - To Authorize: Screen to be used for authorizing new/modified records before they become effective

The "View All" page shows the summary of all records set up in the CPOD library. This page shows all the selected accounts and some of the configuration associated with

1. Product Usage that account like outlier threshold, online/offline mode and configurations related to timeout.

Selecting the individual records and clicking on the “View Detail” button brings to the details of each record.
1.1 Payment Outlier Detection
Overview

. . . Self Service » Maintenance » Library Maintenance » Payment Outlier Detection Library: View All
1.2 Email Notification and
Product Access

1.3 Offline Risk Review

Payment Qutlier Detection Library Pending Actions {#s of 19 Feb 2020 1:27 AM GMT+05:30)

M VT EI)| 1o submitodify 325 | To Autharize 4

1.4 Online Risk Review
) ) Payment Outlier Detection Library: View All
1.5 View All Risk Payments

1.6 Report for CPOD

2 save As (5 Frint

| .
1.7 Contingency Workflow during
Service Unavailability
View All {1 - 20 of 350) Page DDHBI) [ Selected Hems: @ (As of 19 Feb 2020 1:27 AM GMT+05:30) & &
2. Product Configurations 0 oo Account Familiar Name o e e e e e e Status o e ] Send Notification for Offiine Outlier =
E" [ih] o ‘Online 5 Minutes Processed 05:00 AM Mo
2.1 User Entitlement in CitiDirect BE OE 001 15 Offfine 30 Minutes Deleted Na a -
. . E" 001 5 Offline 30 Minutes Deleted Mo C
2.2 Payment Outlier Detection O=r 001 o Online 30 Minutes Deleted 0720 FM No =
Library Setup 0= oot 10 Offine 30 Minutes Deleted No =
. . . = 001 850 O 30 Minutes Deleted Mo
2.3 Fine Grained Entitlement 5 — — — —— — L.
RGStrICtlon (Opt|0na|) = A 001 1 Offline 30 Minutes Irvvalid Yes
2.4 Payment Outlier Detection EE = ©fine 30 Mintes Frocesed e v
Report Entitlement (Optional) < a2 s o ecinioh i o 5
2.5 SMS Notification Setup
(Optional)
Disclaimer

Continued...
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USER GUIDE: Citi® Library Setup

Payment OUtl ier This screen shows the details of the selected record in view only mode. All the configurations associated with the record are shown in this screen. Please refer to the
Detect|0ﬂ corresponding “To Submit/Modify” screen to review the individual configuration.

Artificial Intelligence and
Machine Learning to the Rescue

Self Service + Maintenance + Library Maintenance + Payment Outlier Detection Library: View Al » Payment Outlier Detection Library Detsils

él

Payment Outlier Detection Library Details

Payment Outlier Detection Library Details

1. Product Usage

Client Definition Name Debit Account Number Account Familiar Name
. . ASIA 4.8 100193051 HO U000 MOUOD0000
1.1 Payment Outlier Detection ) _ .
o Branch Payment Outlier Detection Threshold Description
Overview 001 1 sdifdsfs
. ee . Type of Payment Outlier Service Thresheld Limit for Auto Release
1.2 Email Notification and Offina 20 Minttes

Product Access Send Motification for Offline Outlier Thresheld Amount

Mo -
1.3 Offline Risk Review

Payment Method / Payment Type
1.4 Online Risk Review

1.5 View All Risk Payments Payment Method / Payment Type (1 - 8 of 8]

1.6 Report for CPOD Payment Method Payment Type
Diomestic Funds Transfer

1.7 Contingency Workflow during ACH CreditGIRO

Service Unavailability Cross Border Funds Transfer
Batch Funds Transfer
2. Product Configurations AGH Credit/GIRO

Book Transfer

2.1 User Entitlement in CitiDirect BE il
Advice To Recsive

2.2 Payment Outlier Detection
Library Setup

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer
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USER GUIDE: Citi®
Payment Outlier
Detection

Artificial Intelligence and
Machine Learning to the Rescue

1. Product Usage

1.1 Payment Outlier Detection
Overview

1.2 Email Notification and
Product Access

1.3 Offline Risk Review

1.4 Online Risk Review

1.5 View All Risk Payments

1.6 Report for CPOD

1.7 Contingency Workflow during
Service Unavailability

2. Product Configurations

2.1 User Entitlement in CitiDirect BE

2.2 Payment Outlier Detection
Library Setup

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer

Library Setup

“To Submit/Modify" screen shows all the records in the edit mode.
Select the individual record and click on the View Details to edit the selected record.

Select the record and click Delete to delete the selected record.

Client Logged in @s: CDBE UAT EXTERNAL CLIENT-Global 0 failed attempts since last login Thursday, June 4, 2020 Details

Self Service » Maintenance » Library Maintenance » Payment Outlier Detection Library: To Submit/Modify

Payment Qutlier Detection lerary Pending Actions (As of 6/11/2020 10:31 AM GMT-04:00)
$ To RS TEEIIe ) To Authorize () | Buik Update >

Payment Outlier Detection Library: To Submit/Modify Epcmins Epo
Show Search
[ view Details | | Detete | | create Library |
To Submit/Modify (1 - 3 of 3) Selected ltems: 0 (As of 6/11/2020 10:31 AM GMT-04:00) ¢ &G
D A Debit Account Number 2 a Account Familiar Name Branch 1a Payment Outlier Detection Threshold Type of Paymenl Outlier Service St
e 157 15 Online Processed
= 920 9 Online Processed
OE 940 15 Online Processed
< >
[ view Details | | Detete | | Create Library |
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USER GUIDE: Citi® Library Setup
Payment Outlier

Detection

Artificial Intelligence and
Machine Learning to the Rescue

1. Product Usage

1.1 Payment Outlier Detection
Overview

1.2 Email Notification and
Product Access

1.3 Offline Risk Review

1.4 Online Risk Review

1.5 View All Risk Payments
1.6 Report for CPOD

1.7 Contingency Workflow during
Service Unavailability

2. Product Configurations
The following configurations control which transactions get scored by the Outlier Engine. Only transactions

2.1 User Entitlement in CitiDirect BE that satisfy all these filtering criteria are scored by the Payment Outlier Detection engine.
2.2 Payment Outlier Detection 1. Select the Debit account number from the dropdown. Only one account can be selected at a time.
Library Setup 2. Select one or more Payment Method/Payment Type combination by clicking the Add button and selecting

all the Payment Method/Payment Type records to be added using the checkbox and pressing "Ok".
Similarly one or more Payment Method/Payment Type records can be deleted by selecting the checkbox
and clicking “Delete".

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection 3. Threshold Amount: Optional configuration that can be used to set up a floor limit for the transaction
Report Entitlement (Optional) amount above which transactions are send to the outlier engine for scoring. Transactions below the
o amount value set up in this field will not be sent for outlier scoring. By default this field is not set.
2.5 SMS Notification Setup

(Optional)

Disclaimer

Type of Payment Outlier Service

This configuration determines how an outlier
transaction is handled. The Default value is OFFLINE.

Choosing “Online"” switches on the service in

the Online mode. In the Online mode, the Outlier
transactions are stopped and not released to the
scheme until the user approves the payment from
the ONLINE Outlier Queue (or until the cut off time is
reached, whichever is earlier).

Choosing “Offline" switches on the service in

the Offline mode. In the Offline mode, Outlier
transactions are not stopped and continue to get
processed as BAU. The transactions just appear in
the Outlier queue post facto. The reason they appear
in the offline queue is so that users can review and
action such payments subsequently so that the
machine learning models can automatically get
recalibrated based on this feedback.

We recommend that clients use the service in offline
mode for a couple of weeks before switching to
Online mode. The offline mode allows the users to
observe the behavior of the engine and become
familiar with the product without affecting the BAU
flow. Further, the number of outlier transactions is
dependent on the threshold score. So users can also
vary the threshold in this mode to determine the
optimal number of outlier transactions that can be
actioned. Once this threshold is finalized and users
become familiar with the service, they can switch the
service to Online mode.

Once this parameter is turned ON, a back end
service will initiate the baseline profile build process
for the account and payment types listed in the
library configuration. This process will happen in the
background and will complete at the end of the day.

Continued...
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USER GUIDE: Citi® Library Setup
Payment Outlier
Detection

Artificial Intelligence and
Machine Learning to the Rescue

1. Product Usage

1.1 Payment Outlier Detection
Overview

1.2 Email Notification and
Product Access

1.3 Offline Risk Review

1.4 Online Risk Review
1.5 View All Risk Payments
1.6 Report for CPOD

1.7 Contingency Workflow during
Service Unavailability

2. Product Configurations
) - Payment Outlier Detection Threshold
2.1 User Entitlement in CitiDirect BE — Transactions with a score greater this value are considered as outliers and are made available in the Payment Outlier Detection Queue for user action.
2.2 Payment Outlier Detection Transactions with a score below the threshold are not considered as an outlier. The default value is set as 50 and client users are free to update it to a
Library Setup different value.

- We recommend that users initially select a score threshold of 50 and then progressively increase the score to determine the optimal level. As the
number of outliers is dependent on the Threshold score, the threshold should eventually be set at a level that enables all outliers to be investigated by
the client's investigator.

2.4 Payment Outlier Detection - Send Notification for Offline Outlier
Report Entitlement (Optional)

2.3 Fine Grained Entitlement
Restriction (Optional)

— Configuration that can be used to initiate email notification in the OFFLINE mode. Unlike ONLINE model, only emails can be triggered whenever outlier
2.5 SMS Notification Setup transactions are identified. By default, this configuration is SWITCHED OFF.
(Optional)
Disclaimer

Continued...
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1. Product Usage

1.1 Payment Outlier Detection
Overview

1.2 Email Notification and
Product Access

1.3 Offline Risk Review

1.4 Online Risk Review

1.5 View All Risk Payments

1.6 Report for CPOD

1.7 Contingency Workflow during
Service Unavailability

2. Product Configurations

2.1 User Entitlement in CitiDirect BE

2.2 Payment Outlier Detection
Library Setup

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer
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Library Setup

Time Limit for Auto Release

This configuration is visible only when the “Type of Payment Outlier Service" is chosen as “Online".

This configuration can be used to specify a specific time after which the transactions are automatically released. The system uses this field along with
the “Threshold Period for Auto Release” while calculating the cutoff time. While users can specify a specific period in the “Threshold Period for Auto
Release”, they can specify a fixed time, say 4 pm in the “Time Limit for Auto Release" field.

The system calculates the earlier cutoff time between “Threshold Period for Auto Release” and "“Time Limit for Auto Release"” to determine when the
transactions will be automatically released. For example if the outlier was identified at 2 pm and the “Threshold Period for Auto Release" is set up as 4
hours and the “Time Limit for Auto Release” is set at 4 pm, then the transaction will be released by CPOD at 4 pm. Similarly if the “Threshold Period for
Auto Release” is set up as 1 hour and the “Time Limit for Auto Release"” is set at 4 pm, then the transaction will be released at 3 pm instead.

Users should specify the time as per the local timezone of the branch that the account belongs to. For example if there are two accounts - one in a Branch
in London and the other belonging to New York, the cut off times need not be converted to one single time zone and should be specified for London and
New York time zones respectively.

This field allows clients to specify a time which is aligned with the scheme cut off time in case they don’'t want any outlier payments to be held up beyond
a specific time of that branch.

Threshold Period for Auto Release

This configuration determines the period of time an outlier transaction waits in the Online Outlier queue for user action. Default value is 30 minutes.

If the transaction is not actioned by the client investigator within the time out period specified, then the transaction is automatically released from the
online queue and it undergoes the rest of the payment processing. This payment is then available in the offline queue, where user can subsequently take
an action; although that action will not stop the transaction.

A selection of None indicates that no time out parameter has been set. Consequently, a transaction in the online queue will wait indefinitely until it is
actioned by the user.

It is important that users set this parameter for critical time-bound payments.

Continued...
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USER GUIDE: Citi® Library Setup
Payment Outlier

D ete Cth n Self Service » Maintenance » Library Maintenance » Payment Outlier Detection Library: Bulk Update

Payment Outlier Detection Library Pending Actions (As of 6/11/2020 10:56 AM GMT-04:00)

Artificial Intelligence and
Machine Leal’ning to the Rescue M view Al 4 | To submitModify 3 To Authorize C

Payment Outlier Detection Library: Bulk Update B saveAs & Print
1. Product Usage

Show Search
1.1 Payment Outlier Detection

Overview
1.2 Email Notification and
PrOdUCt ACCQSS Bulk Update (1 - 10 of 10} Selected Items: 0 (As of 6/11/2020 10:56 AM GMT-04.00) c a
. . . D Debit Account Number 2 & Account Familiar Name Branch 1a Pay t Outlier Detecti Th Type of Payment Outlier Service Threshold Amoun
1.3 Offline Risk Review
3 O € S evie [ 157 15 Online
1.4 Online Risk Review O 157 15 Online
. . O 157 15 Online
1.5 View All Risk Payments 0 157 15 Online
157 15 Oni
1.6 Report for CPOD = = e o
1.7 Contingency Workflow during a 157 1% Onfine
Service Unavailability o 157 18 Onrie
O 920 ] Online
. . O 940 15 Online
2. Product Configurations < >

2.1 User Entitlement in CitiDirect BE

Disclaimer: Any record which is pending approval will not be available for update.

2.2 Payment Outlier Detection
Library Setup

. . . For Bulk update of multiple records with the same values, users can use the “Bulk Update" screen. This screen can be used only for making bulk edits to existing records.
2.3 Fine Grained Entitlement

Restriction (Optional) * Note that the system cannot support adding new records in the library in bulk. New records can only be added individually and to do that, users should use the "To

) ) Submit/Modify" Screen.
2.4 Payment Outlier Detection ] _ ) )
Report Entitlement (Optional) + To delete multiple records in bulk, user should use the “To submit/Modify screen”.

2.5 SMS Notification Setup
(Optional)

Disclaimer

Continued...
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USER GUIDE: Citi®
Payment Outlier
Detection

Artificial Intelligence and
Machine Learning to the Rescue

1. Product Usage

1.1 Payment Outlier Detection
Overview

1.2 Email Notification and
Product Access

1.3 Offline Risk Review

1.4 Online Risk Review

1.5 View All Risk Payments

1.6 Report for CPOD

1.7 Contingency Workflow during
Service Unavailability

2. Product Configurations

2.1 User Entitlement in CitiDirect BE

2.2 Payment Outlier Detection
Library Setup

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer

Library Setup

Payment Outlier Detection Library Details

Rows Selected : 10

Update Value at Account Level

Pay Qutlier D ion Threshold Type of Payment Cutlier Service Threshold Amount

| ‘ Offline E]|

"] Send Notification for Offline Outlier

Update Value at Payment Method/Type Level

Threshold Limit for Auto Release Time Limit for Auto Release
I 30 Minutes Iv] ‘

Payment Method/Type
O pisable

To update records in this screen, users can select multiple records using the checkbox and press “Edit” which will open a new pop up screen with the fields that can be
updated in bulk across all selected records .

This screen shows fields in two sections - one set of fields are available at the account level and the other set of fields are available at the payment method/type level. Any
value that is updated in this screen for any of the field will update the same value in all the records that were originally selected.

The Payment Method/Type selection box can be used to disable any selected payment method across all the selected records

Continued...
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USER GUIDE: Citi® Library Setup
Payment Outlier

H Self Senvice » Maintenance » Library Maintenance » Payment Cutlier Detection Library: To Authorize
Detection

FPayment Qutlier Detection Library Pending Actions |As of 18 Feb 2020 3:18 AM GMT+05:30)

Artificial Intelligence and

Machine Learning to the Rescue 8 viewan 350 | To submitiodity 325 BRI >
Payment QOutlier Detection Library: To Authorize B Saehs & Prnt
1. Product Usage £ ¥
1.1 Payment Outlier Detection
Overview EEEEEE) | Send to Repair | | Reject | | View Details.
1.2 Email Notification and
Product Access To Authorize (1 - 4 of 4) Salected bems: 0 (As of 19 Feb 2020 3:18 AM GMT+HI5:30) Gﬁ
. . . Debit Account % Payment Outli T of ment Threshold Limit for Auto Ti Limit for Auto & = i
1.3 Offline Risk Review L Number 7 LR L. 2T Branch 14 i ik it Status gty Send Notification for Offfine Qutlier
032 20 Cinlime Mone Level 1 Authorization Required 0500 PM Mo
1.4 Online Risk Review ficw) 43 Offline Level 1 Autharization Required Mo
q 5 435 25 Ol Lewal 1 Authorizafi irad Mo
1.5 View All Risk Payments "
8235 ii} Crfline Lewvel 1 Authorization Required Mo

1.6 Report for CPOD

1.7 Contingency Workflow during
Service Unavailability

d | Sendto Repair | | Reject| | View Details

[ = Comments

2. Product Configurations

“To Authorize" screen shows all the records that were added/modified and require an authorization before they become effective.

ZlCSenBHe eI SILDICCREE Select the record and click “Authorize" to authorize the record.

2.2 Payment Outlier Detection
Library Setup

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer

Continued...


http://www.citihandlowy.pl

150vears citi handlowy”

Treasury and Trade Solutions of progress www.citihandlowy.pl

Bank Handlowy w Warszawie S.A.

USER GUIDE: Citi® Library Setup
Payment Outlier _— R _ _
Detectlon Self Senvice » Maintenance v Library Maintenance » Payment Cutier Detection Library: To Authorize

Confirmation: Authorize
Artificial Intelligence and

Machine Learning to the Rescue @  Library entry was successhully authorized.

1. Product Usage L E e

1.1 Payment Outlier Detection
Overview

1.2 Email Notification and
Product Access

1.3 Offline Risk Review

1.4 Online Risk Review
1.5 View All Risk Payments
1.6 Report for CPOD

1.7 Contingency Workflow during
Service Unavailability

2. Product Configurations

2.1 User Entitlement in CitiDirect BE «  This shows the confirmation screen once the record is authorized.

2.2 Payment Outlier Detection
Library Setup

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer
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USER GUIDE: Citi® Fine Grained Restriction

Payment Outlier
Detection

Artificial Intelligence and
Machine Learning to the Rescue

1. Product Usage

1.1 Payment Outlier Detection
Overview

1.2 Email Notification and
Product Access

1.3 Offline Risk Review

1.4 Online Risk Review

1.5 View All Risk Payments

1.6 Report for CPOD

1.7 Contingency Workflow during
Service Unavailability

2. Product Configurations

2.1 User Entitlement in CitiDirect BE

2.2 Payment Outlier Detection
Library Setup

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer

Click on Self Service = Client Administration Service - Users & Entitlements

Chient Logped in as: ASIA 4.8

Self Service
Maintenance
Template Library
Standing Instruction Library
Mettimg Import Map
Metting Import Run
Metting Fx Rates
Library Meintenance
Platinurn Library kMaintenance

Online Account Reconciliation
- Ermnail Alert

Merchant Library
Standing Instruction Library

Psewdo Base Currency
Maintenance

Client Administration
Service

Caontacts

Users & Entitlements
Client Setfings

Create Product Package
Product Package Worklist
Wiew All Product Packspes
Create Client

-.Client Administration
Service

Import CitiDirect Clients
‘iew Augrnented Chenis
Wiew Augrnented Users
Create Default User Group
Default User Growp Worklist
‘iew All Default User Groups
Cregte CiiDirect Services
Entilerment Tool Batch

CitiDirect Services Entitlerment
Tool Batch Imguiry

CifiDirect Services Entitlemeant
Tiool Baich Worklist

CitiDirect Services Entitement
Tool Wiew Al Batches
Entitternent Tool Exceptions
Clients

Saolution Packager

Toolkit

Change Security Cuwestions

Reference Information
Holiday Calendar
Payment Cut-Off Time

0 failed attempis since last kogin 20 Feb 2020 13:38:15 Details

WorldLink® Libraries

Fl Fes Library

Cheque Mumber Maintenancs
Library

WorkdLink® Same Day
Account Library

WordLinkE Credit Account
Library

Cheque Stock Maintenancs
Library

Company Library
Fl F¥ Spresds Library
Funding Account Library

Service Request

Create Mew Sanvice Reguest
To SubmmitModify

To Authorize

To Release

Wiew All

Cmnline Account Balance
Reconciliation

Client Administration

--.Client Administration
Service Reports

Logon Activity Report
Chent Linksge Report

User Entilerments Detail
Report

AML User by Chent Report
Audit Log Detsil Report
Audit Log Summary Report
Chent Definifion Report

Service Inguiry Manager
Sernvice Inguiry Manager

Tools and Utilities
Performance Optimizer £

Alerts and Motification
Creafe Alert
Event Notification

Continued...
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USER GUIDE: Citi® Fine Grained Restriction
Payment Outlier

Detection

Click on Access Profile under Users & Entitlement

Clients can either create separate access profiles and add the desired entitlement or they can modify the default access profile. To do the former, click on the
“Create” button and for modifying the default access profile, click on “All Access profile” button and look for PAYMENT RISK MANAGEMENT - DAP.

Artificial Intelligence and
Machine Learning to the Rescue

1. Product Usage Inquiries &

Search File Services Self Senvice

1.1 Payment Outlier Detection
Overview

18 ASIA 4.0

0 failed sttempts since last login 20 Feb 2020 18:38: 15 Details

1.2 Email Notification and Self Senica + Client Administration Service » Users & Entitlements

Product Access
1.3 Offline Risk Review
1.4 Online Risk Review
1.5 View All Risk Payments
1.6 Report for CPOD B [N e

1.7 Contingency Workflow during
Service Unavailability

2. Product Configurations S User Entilements Modify/Repair
2.1 User Entitlement in CitiDirect BE o
= ¥
2.2 Payment Outlier Detection 22 Feb 2020
Library Setup e 0 Unlock User All Access Profiles
2.3 Fine Grained Entitlement i

Restriction (Optional)

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Bulk User Credential
Update

Disclaimer

Continued...
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USER GUIDE: Citi® Fine Grained Restriction
Payment Outlier

The screenshot shows the contents of the Default Access Profile

N Self Service » Client Administrafion Service » Users & Entitlernents » Access Profiles: All » Detsil View
DeteCtIOﬂ (DAP) that can be used AS IS for accessing CPOD screens without
All Access Profiles: Details SRLE any account level restrictions.
Artificial Intelligence and Processed

' . In case client investigators need to be restricted to only specific
Machine Learning to the Rescue

Add senices from the left panel and configure Access Profiles in the right panel. * Required Field set of accounts, the security administrator should first create a
T e new Access profile and include the “Payment Outlier Detection
1. Product Usage P T e, ERTHIEN T ST MANAGER: CLIELH DAE Library” and the "Payment Outlier Detection Check” (along with
the processes) entitlements, modelled on the DAP shown above.
1.1 Payment Outlier Detection T — s oo Additionally, they can add other fine grained entitlement setting
Overview Add New, SLoR T Exetmr ki like “Processes”, Account”, “Payment Method" and “Payment Type"
2ed from the Payment Outlier Detection check entitlement - refer to the
1.2 Email Notification and e Benie e BExpand All ] Collapse All 4
e L next slide for the screenshots and steps.
Product Access e
I\ﬂ-. Fhiadale hervices) B [ Libraries &= @
1.3 Offline Risk Review B F Library Name
thorization Reports = ﬁ) Y Payment Outiiar Dataction L.
14 On“ne R|Sk ReVIeW B C E [ Payment Outlier Detection C... [c9]
. . & B [ Processes
1.5 View All Risk Payments S o g
1.6 Report for CPOD = iy
< Remove Payment Risk Manager \iew

nquiry [t @

1.7 Contingency Workflow during ey

Service Unavailability

(SN =)
2. Product Configurations
2.1 User Entitlement in CitiDirect BE
2.2 Payment Outlier Detection :‘*”"E .-[- -
Library Setup A ———
2.3 Fine Grained Entitlement Bl S N
Restriction (Optional) - S—
2.4 Payment Outlier Detection & .
Report Entitlement (Optional) Payments - Latin America Re-- (@) @) FlExpand All  E] Collapse All
2.5 SMS Notification Setup
(Optional) I | seve | [ Detete | [ Concel

Disclaimer

Continued...
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1.

Product Usage

1.1 Payment Outlier Detection
Overview

1.2 Email Notification and
Product Access

1.3 Offline Risk Review

1.4 Online Risk Review

1.5 View All Risk Payments
1.6 Report for CPOD

1.7 Contingency Workflow during
Service Unavailability

. Product Configurations

2.1 User Entitlement in CitiDirect BE

2.2 Payment Outlier Detection
Library Setup

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection

Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer

150vyears

of progress

Fine Grained Restriction

Seif Service + Ci i Service » Users & Entit . All + Detsil View

Account

> Show Search Criteria

coount {1 - 200 of 5411) K < Page 1 of28) 3|

>

Account Familiar Name 14 Account Number

]
[m}
O
]
[m}
O
O
]
O
O

citi handlowy”®

www.citihandlowy.pl
Bank Handlowy w Warszawie S.A.

Click the option “Account”, “Payment “Method"”, Payment Type"
under the “Payment Outlier Detection Check” entitlements and
select the list that needs to be included

Once the Access profile is created and authorized, the new access
profile can be assigned to client investigators to restrict them to
specific list of accounts, “Payment “Method", Payment Type" only.

An access profile with a limited set of accounts and Payment
Method/Type will mean that users will have access to outliers
generated from those accounts and Payment Method/Type only. And
similarly the users will get an alert from outliers belonging to that
combination only.

It should be noted that if both the DAP and a newly created Access
profile with a list of accounts is assigned to a user, the former will
take precedence and there will be no restriction. In that case, the
DAP should be removed from the user before the new access profile
is assigned.

Continued...
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USER GUIDE: Citi®
Payment Outlier
Detection

Artificial Intelligence and
Machine Learning to the Rescue

1. Product Usage

1.1 Payment Outlier Detection
Overview

1.2 Email Notification and
Product Access

1.3 Offline Risk Review

1.4 Online Risk Review

1.5 View All Risk Payments

1.6 Report for CPOD

1.7 Contingency Workflow during
Service Unavailability

2. Product Configurations

2.1 User Entitlement in CitiDirect BE

2.2 Payment Outlier Detection
Library Setup

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer

Fine Grained Restriction

ance last bogin 22 Feb 2020 02:

Seniice 1 Users & Ent + Access Profiles: All + Detsi View

Confidential Payments

Confidential Payments (1-2 of 2)

[]  Payment Method Option

[ Gonfidential Payments
[ Mon Confidential Payment NG

Add To Selection

Selected Rows

Payment Method Option

Mo Reconds Found

Click the option “Account”, “Payment “Method"”, Payment Type"
under the “Payment Outlier Detection Check” entitlements and
select the list that needs to be included

Once the Access profile is created and authorized, the new access
profile can be assigned to client investigators to restrict them to
specific list of accounts, “Payment “Method", Payment Type" only.

An access profile with a limited set of accounts and Payment
Method/Type will mean that users will have access to outliers
generated from those accounts and Payment Method/Type only.
And similarly the users will get an alert from outliers belonging to
that combination only.

It should be noted that if both the DAP and a newly created Access
profile with a list of accounts is assigned to a user, the former will
take precedence and there will be no restriction. In that case, the
DAP should be removed from the user before the new access profile
is assigned.

Continued...


http://www.citihandlowy.pl

Treasury and Trade Solutions

USER GUIDE: Citi®
Payment Outlier
Detection

Artificial Intelligence and
Machine Learning to the Rescue

1.

Product Usage

1.1 Payment Outlier Detection
Overview

1.2 Email Notification and
Product Access

1.3 Offline Risk Review

1.4 Online Risk Review

1.5 View All Risk Payments
1.6 Report for CPOD

1.7 Contingency Workflow during
Service Unavailability

. Product Configurations

2.1 User Entitlement in CitiDirect BE

2.2 Payment Outlier Detection
Library Setup

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection

Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer

150vyears

of progress

Fine Grained Restriction

Self Servioe » Client Administration Service + Users & Entiflements » Access Profiles: All + Detail View

Payment Method

» Show Search Criteria

Payment Method {1 - 66 of 66}

] Form Type 14
[0 acH
O AcH
O am
[ BkT

Add To Selection

Selected Rows

Form Type

Na Records Found

Form Type Description
ACH Credit GIRO
ACH Debit
Advice Ta Receive
Book Transfer

Form Type Description

citi handlowy”®

www.citihandlowy.pl
Bank Handlowy w Warszawie S.A.

Click the option “Account”, “Payment “Method"”, Payment Type"
under the “Payment Outlier Detection Check” entitlements and
select the list that needs to be included

Once the Access profile is created and authorized, the new access
profile can be assigned to client investigators to restrict them to
specific list of accounts, “Payment “Method", Payment Type" only.

An access profile with a limited set of accounts and Payment
Method/Type will mean that users will have access to outliers
generated from those accounts and Payment Method/Type only. And
similarly the users will get an alert from outliers belonging to that
combination only.

It should be noted that if both the DAP and a newly created Access
profile with a list of accounts is assigned to a user, the former will
take precedence and there will be no restriction. In that case, the
DAP should be removed from the user before the new access profile
is assigned.

Continued...
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USER GUIDE: Citi® Fine Grained Restriction
Payment Outlier

Detection

SelfSenice + Cient Adrinstaion Senvice + Users & Erffements » Access Profies: Al + Dl View +  Click the option “Account”, “Payment “Method"”, Payment Type"
under the “Payment Outlier Detection Check” entitlements and
select the list that needs to be included

Artificial Intelligence and
Machine Learning to the Rescue

Once the Access profile is created and authorized, the new access
profile can be assigned to client investigators to restrict them to

specific list of accounts, “Payment “Method", Payment Type" only.

Payment Type

1. Product Usage An access profile with a limited set of accounts and Payment

. ' > Show Search Criera Method/Type will mean that users will have access to outliers

1.1 Payment Outlier Detection T Tl generated from those accounts and Payment Method/Type only. And

Overview [ PaymentTyps Code Payment Type Description Branch Cade 14 Payment Method Description similarly the users will get an alert from outliers belonging to that
1.2 Email Notification and Em Phiaks s o = combination only.

CcT Outgoing Credit Transfer - IDATM 001 Instant Payments

Product Access g“’“ Wordink(F) Factory Check 001 Cheaue + It should be noted that if both the DAP and a newly created Access

1.3 Offline Risk Review 0w PAVLR LG Pyt inonesia 001 AGH CraauiRO profile with a list of accounts is assigned to a user, the former will
e R e take precedence and there will be no restriction. In that case, the

1.4 Online Risk Review S T . B DAP should be removed from the user before the new access profile
1.5 View All Risk Payments Is assigned.
1.6 Report for CPOD se'e:k:Z::: Code P it T D iptis P: ent Method De: iptie
1.7 Contingency Workflow during =

Service Unavailability

2. Product Configurations

2.1 User Entitlement in CitiDirect BE

2.2 Payment Outlier Detection
Library Setup

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer

Continued...
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USER GUIDE: Citi® Fine Grained Restriction
Payment Outlier

Detection e .

Seniice 1 Users & Ent + Access Profiles: All + Detsi View

Click the option “Account”, “Payment “Method"”, Payment Type"
under the “Payment Outlier Detection Check” entitlements and

Artificial Intelligence and
Machine Learning to the Rescue

1. Product Usage

1.1 Payment Outlier Detection
Overview

1.2 Email Notification and
Product Access

1.3 Offline Risk Review

1.4 Online Risk Review

1.5 View All Risk Payments

1.6 Report for CPOD

1.7 Contingency Workflow during
Service Unavailability

2. Product Configurations

2.1 User Entitlement in CitiDirect BE

2.2 Payment Outlier Detection
Library Setup

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection

Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer

Confidential Payments

Confidential Payments (1-2 of 2)

[]  Payment Method Option

[ Gonfidential Payments
[ Mon Confidential Payment NG

Add To Selection

Selected Rows

Payment Method Option

Mo Reconds Found

select the list that needs to be included

Once the Access profile is created and authorized, the new access
profile can be assigned to client investigators to restrict them to
specific list of accounts, “Payment “Method", Payment Type" only.

An access profile with a limited set of accounts and Payment
Method/Type will mean that users will have access to outliers
generated from those accounts and Payment Method/Type only. And
similarly the users will get an alert from outliers belonging to that
combination only.

It should be noted that if both the DAP and a newly created Access
profile with a list of accounts is assigned to a user, the former will
take precedence and there will be no restriction. In that case, the
DAP should be removed from the user before the new access profile
is assigned.

Continued...
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USER GUIDE: Citi®
Payment Outlier
Detection

Artificial Intelligence and
Machine Learning to the Rescue

1. Product Usage

1.1 Payment Outlier Detection
Overview

1.2 Email Notification and
Product Access

1.3 Offline Risk Review

1.4 Online Risk Review

1.5 View All Risk Payments

1.6 Report for CPOD

1.7 Contingency Workflow during
Service Unavailability

2. Product Configurations

2.1 User Entitlement in CitiDirect BE

2.2 Payment Outlier Detection
Library Setup

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer

Fine Grained Restriction

Self Service » Client Administration Service » Users & Entilements » Access Profiles: All » Detsil View

{ PR All Access Profiles: Details A Boras | v
E'm!;ds Processed
e Add senices from the left panel and configure Acoess Profiles in the right panel. * Required Field
ill;
Cliant Setfings * Access Profile Name # Deseription
PAYMENT RISK MAMAGER CHECK D&P PAYMEMNT RISK MANAGER CHECK DAP
8
a
St Add New Copy from Existing Added Services
As of
e D Search B Expand All  [E Collapse All
Available Services B [ Libraries(= @
B [E Librany &
~ Paymant Cutlier Detection L...
E [E Payment Outlier Detection C__ [c2]
B [ Processes
Offline Fayment Risk Manager
Jnline Fayment Risk Manager
< Remove Payment Risk Manager Wiew
Paymen etection C... o
PaymentExchangeB2C [t
B Payments (o) (@)
Paymen eports [ (@)
Payments - CEEMEA Rep (&=
Payments - Eur
Paymen
FPayments - Latin /
Payments Overview & W

| @

m Save Delete Cancel

EExpand All £ Collapse All

The entitlement access profile can be additionally restricted by
ONLINE, OFFLINE or VIEW screens - or everything.
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USER GUIDE: Citi®
Payment Outlier
Detection

Artificial Intelligence and
Machine Learning to the Rescue

1. Product Usage

1.1 Payment Outlier Detection
Overview

1.2 Email Notification and
Product Access

1.3 Offline Risk Review

1.4 Online Risk Review

1.5 View All Risk Payments

1.6 Report for CPOD

1.7 Contingency Workflow during
Service Unavailability

2. Product Configurations

2.1 User Entitlement in CitiDirect BE

2.2 Payment Outlier Detection
Library Setup

2.3 Fine Grained Entitlement
Restriction (Optional)

2.4 Payment Outlier Detection
Report Entitlement (Optional)

2.5 SMS Notification Setup
(Optional)

Disclaimer

Report Entitlement

Click on Self Service = Client Administration Service = Users & Entitlements.

Chient Logped in as: ASIA 4.8

Self Service
Maintenance
Template Library
Standing Instruction Library
Mettimg Import Map
Metting Import Run
Metting Fx Rates
Library Meintenance
Platinurn Library kMaintenance

Online Account Reconciliation
- Ermnail Alert

Merchant Library
Standing Instruction Library

Psewdo Base Currency
Maintenance

Client Administration
Service

Caontacts

Users & Entitlements
Client Setfings

Create Product Package
Product Package Worklist
Wiew All Product Packspes
Create Client

-.Client Administration
Service

Import CitiDirect Clients
‘iew Augrnented Chenis
Wiew Augrnented Users
Create Default User Group
Default User Growp Worklist
‘iew All Default User Groups
Cregte CiiDirect Services
Entilerment Tool Batch

CitiDirect Services Entitlerment
Tool Batch Imguiry

CifiDirect Services Entitlemeant
Tool Batch Worklist

CitiDirect Services Entittement
Tool View Al Batches
Entiternent Tool Exceptions
Clients

Saolution Packager

Toodkit

Change Security Cuwestions

Reference Information
Holiday Calendar
Payment Cut-Off Time

0 failed attempis since last kogin 20 Feb 2020 13:38:15 Details

WorldLink® Libraries

Fl Fes Library

Cheque Mumber Maintenancs
Library

WorkdLink® Same Day
Account Library
WordLinkE Credit Account
Library

Chegue Stock Maintenance
Library

Company Library

Fl FX Spresds Librany
Funding Account Library

Service Request

Create Mew Sanvice Reguest
To SubmmitModify

To Authorize

To Release

Wiew All

Cmnline Account Balance
Reconciliation

Client Administration

--.Client Administration
Service Reports

Logon Activity Report
Chent Linksge Report

User Entilerments Detail
Report

AML User by Chent Repart
Audit Log Detail Report
Audit Log Summary Report
Chent Definifion Report

Service Inguiry Manager
Sernvice Inguiry Manager

Tools and Utilities
Performance Optimizer £

Alerts and Motification
Creafe Alert
Ewvent Notification &

Continued...
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USER GUIDE: Citi® Report Entitlement
Payment Outlier

Detection

Click on Access Profile under Users & Entitlement

Clients can either create separate access profiles and add the desired entitlement or they can modify the default access profile. To do the former, click on the “Create” button

. . and for modifying the default access profile, click on “All Access profile” button and look for PAYMENT RISK MANAGEMENT — DAP.
Artificial Intelligence and

Machine Learning to the Rescue + Please note that Reports entitlements are already included in the default access profile. They can be removed from the default access profile, if required

1. Product Usage

1.1 Payment Outlier Detection itiDi i i ';‘ﬁe‘ - File Services Sialf Service
Overview

) . ) 185 ASIA48 0 falled slempts since last login 20 Feb 2020 18:34: 15 Delails
1.2 Email Notification and

Product Access
1.3 Offline Risk Review

Self Senice » Client Administration Service » Users & Entitliements

1.4 Online Risk Review
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SMS Notification Setup

STEP 1: Login to CDBE application and Click on Citi Direct Services

STEP 2: Click on “Mobile and Tablet User Management” under User Administration
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STEP 3: Select the user for which SMS alert to be added from the list of existing users
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SMS Notification Setup

STEP 8: Select “Sent to Risk Review" under processes
STEP 9: Select the SMS alert check box and click Save
STEP 10: Submit the user after selection
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SMS Notification Setup

STEP 11: Login to CDBE application and Click on Citi Direct Services

STEP 12: Click on “Mobile and Tablet User Management” under User Administration
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STEP 13: Click on Auth Required Tab and authorize the required user
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SMS Notification Setup

+ STEP1: Login to CDBE application and Click on Citi Direct Services.
+ STEP 2: Click on “OTP-IN SMS Notification" under Tools and Preferences
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Disclaimer

SMS Notification Setup

+  STEP 3: Accept the terms and conditions
+ STEP 4: Add the required Mobile number and enter the PIN sent to the mobile number for addition and click Submit

+ Once the registration is completed then the user will receive SMS notification, in addition to the email alerts whenever any Outlier Transactions are held in the Online Mode
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Legal Disclaimer

CitilDirect@registered BE Mobile Access Disclosure Statement -

Beference is made to the General Account Conditions and any applicable Local Conditions {(collectiwely, the "GAC")
between the Customer and Citibank. Capitalized terms used herein have the meanings set out in the GAC.

CitiDirect BE Mobile {("Mobile Access") is a feature that permits the Customer to connect to the CitiDirect Platform
using mobile phones, tablet computers andfor other wireless devices that access the Internet by means of a web
browser (collectiwely, "Mobile Dewices"). Please note, however, that at the present time Mobile Access does not
enable the Customer to utilize the full functionality of the Citilirect platform that would otherwise be awvajilable if
the Customer were accessing the CitiDirect platform through a desktop computer, work station or laptop.

Citibank will not be responsible for any charges made by any telecommunications operator in connection with any

Communication. The Customer shall ensure that its users of CitiDirect are aware that they may incur charges imposed
by the telecommunications operator when they use Citilirect, including, without limitation, charges for E2ME text
messaging. vI

Msqg frequency is based on the payment activity. Msg&Data rates may apply.
For a list of supported carriers
Click here

To unsubscribe for SMS notifications contact your security manager or text STOP to CITIBE{248423).
For Help, on your mobile device, text HELP to CITIBE(248423).

Privacy Policy
{Aibove short code for STOP and HELP message on mohile device is valid only in US. For your country specific short code, please contact your security manager).
For any questions, please contact CitiDirect helpdesk at 1-877-531-3054.

[ 1 have read and accept the Terms and Conditions for the CitiDirect @register SMS Notification Services.
SMS Country Code/Phone Number + PIN

| |
* Reuired Field mm v
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(e} ptiona|) This advertising material is for information purposes only and does not constitute an offer in the meaning of article 66 of the Civil Code.

Citi and Citi Handlowy are registered trademarks of Citigroup Inc., used under license. Citigroup Inc. and its subsidiaries are also entitled to rights to certain other trademarks contained herein. Bank Handlowy w Warszawie S.A. with
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